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Package Contents

Contents of Package:

D-Link DI-704UP Express EtherNetwork '
Broadband Router with USB Print Server

Manual, Warranty and Print Server Software on CD
Quick Installation Guide
Power Adapter - AC 5V, 2A
B CAT5 Ethernet Cable
If any of the above items are missing, please contact your reseller.

the one included with the DI-704UP will cause damage and void the

Q WARNING! Using a power supply with a different voltage rating than
warranty for this product.

System Requirements for Configuration:

B Computer with Windows, Macintosh, or Linux-based Operating
System with an installed Ethernet adapter

B Internet Explorer version 6.x, Netscape Navigator version 6.x
and above, or another Internet Browser application with
Javascript enabled



Introduction

Thank you for purchasing the DI-704UP Express EtherNetwork Broadband Router
with USB Print Server. The DI-704UP is an Ethernet Broadband Router with a
built-in 4-port switch. It also features a USB port to share a USB printer on the
home or office network and includes a print server application for Windows. As
many as four computers can be connected directly to the router’s integrated
switch, using its four 10/100Mbps AutoMDIX Ethernet ports. More computers
can be added to the network by connecting additional switches to the DI-704UP.
The DI-704UP package even includes an Ethernet cable to get you started.

The DI-704UP is ideal if you are creating your first home or small business
network, or if you are a more advanced user looking for additional management
settings.

The DI-704UP includes a new, easy-to-use D-Link web-based graphical user
interface (GUI) to configure the router. To prevent unwanted Internet intruders
from accessing your private network, the DI-704UP also serves as a feature-
rich firewall.

So, whether you are a college student who wants to network with friends and
roommates, an executive working at home or in a small office, or a concerned
parent who just wants to have more control over how your children access the
Internet, then the D-Link DI-704UP Express EtherNetwork Broadband Router
with USB Print Server is the networking solution for you.



Features & Benefits

B Firewall Features

m Filtering - Easily applied filtering based on Media Access Con-
trol (MAC) Addresses, IP Addresses, Port Addresses, and time
schedule allows or denies computer on the network access to
the Internet.

B Network Address Translation - NAT allows your private net-
work to share a single public IP address. All your computer con-
nected to the DI-704UP will be on a private network shielded
from Internet intruders.

B Built-In 4-Port Switch - Allows you to quickly and easily share an Internet
connection with multiple computers and devices. Each 10/100 Ethernet
Port automatically senses and accepts the type of Category (CAT) 5
cable you attach - whether straight through or cross-over. Connect ad-
ditional switches to allow more computer to access the Internet.

B Built-In Print Server - Includes a USB port to connect to a USB printer
and includes a Windows-based print server software application, so
users on the network can share the printer. The print server is also ca-
pable of TCP/IP printing.

B Ethernet Cable Included - One Ethernet cable is included with the DI-
704UP to get you started.

B Simple Setup Wizard for Easy Installation - The D-Link setup wizard
simplifies the installation process, getting you up and running in just a
few clicks.



LEDs

Status LED

WAN LED

Printer LED
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Power

Status

WAN

LOCAL
NETWORK
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(Ports 1-4)

Printer

LED Activity

A solid light indicates a proper connection to

the power supply.

Flashes consistently to indicate that the
DI-704UP is working properly. Asolid light
indicates that the unit is not working

properly.

A Solid light indicates connection on the
WAN port. This LED blinks during data

transmission.

A solid light indicates a connection to an
Ethernet-enabled computer on ports 1-4. This
LED blinks during data transmission.

A solid light indicates a proper connection to a

printer.




Connections

Printer Port

WAN Port Reset Button

LAN Ports

Receptor for Power Adapter

this product.

R ; Connect the supplied power adapter that came
P ecer;:[gr or with the unit. Using the wrong power adapter will
el il damage the unit.
Reset Button Reset button is to reset the device to its factory
default settings.
Printer Port Connect to the printer using a USB cable. This
feature is used to share the printer on the network.
WAN Port WAN port is the connection point for your DSL or
Cable modem.
'an Ports LAN port is where you would connect each
computer to your network.
WARNING!

Using a power supply with a different voltage rating than the one in-
cluded with the DI-704UP will cause damage and void the warranty for




Introduction to Broadband
Router Technology

A router is a device that forwards data packets from a source to a destination.
Routers can work on Open System Interconnection (OSI) layer 3, which for-
wards data packets using an IP address and not a MAC address. A router will
forward data from the Internet to a particular computer on your LAN.

The information that makes up the Internet gets moved around using routers.
When you click on a link on a web page, you send a request to a server to show
you the next page. The request sent and the information received by your com-
puter is moved from your computer to the server using routers. A router also
determines the best route that your information should follow to ensure that the
information is delivered properly.

A router controls the amount of data that is sent through your network by elimi-
nating information that should not be there. This provides security for the com-
puters behind your router because computers from the outside cannot access
or send information directly to any computer on your network. The router deter-
mines which computer the information should be forwarded to and sends it. If
the information is not intended for any computer on your network, the data is
discarded. This keeps any unwanted or harmful information from accessing or
damaging your network.

Introduction to Firewalls

A firewall is a device that sits between your computer and the Internet that pre-
vents unauthorized access to or from your network. A firewall can be a com-
puter using firewall software or a special piece of hardware built specifically to
act as a firewall. In most circumstances, a firewall is used to prevent unautho-
rized Internet users from accessing private networks such as corporate LANs
and Intranets.

A firewall watches all of the information moving to and from your network and
analyzes each piece of data. Each piece of data is checked against a set of
criteria that the administrator configures. If any data does not meet the criteria,
that data is blocked and discarded. If the data meets the criteria, the data is
passed through.. This method is called packet filtering.

A firewall can also run specific security functions based on the type of applica-
tion or type of port that is being used. For example, a firewall can be configured
to work with an FTP or Telnet server. Or a firewall can be configured to work
with specific UDP or TCP ports to allow certain applications or games to work

properly over the Internet.
8



Introduction to Local Area Networking

A Local Area Network (LAN) is typically an Ethernet-based network that con-
nects several computers together over a small area such as a building or group
of buildings. LAN’s can also be connected over large areas. A collection of LANs
connected over a large area is called a Wide Area Network (WAN).

There are many types of media that can connect computers together. The most
common media is CAT5 cable; UTP or STP twisted pair wire. Each computer
must have a Network Interface Card (NIC), which transfers the data between
computers. ANIC is usually a 10/100Mbps Fast Ethernet adapter.

Most networks use hardware devices such as hubs or switches to transfer
data between computers. A hub receives data arriving through each port and
forwards the data to all other ports. A switch is more sophisticated, in that a
switch can determine the port (or corresponding computer) that each packet of
data is supposed to be delivered to. A switch minimizes network traffic and
speeds up communication over a network.

There are many types of scenarios to consider which could affect the operabil-
ity of a network. Some of these issues are discussed in the manual under the
Networking Basics section.



Sample Scenario

A typical network setup in a home or small office (as shown above) might contain the
following devices. For specific information on setting up your network with the DI-704UP
please see the Network Setup section on the following page.

o You will need broadband Internet access (a Cable or DSL subscription line into
your home or office)

6 Consult with your Cable or DSL provider for proper installation of the modem

Connect the Cable or DSL modem to the DI-704UP wireless broadband router
(see the Quick Installation Guide included with the DI-704UP.)

able Ethernet port to your network, you can install the D-Link DFE-530TX+
Ethernet adapter into an available PCl slot. (See the Quick Installation Guide
included with the DWL-530TX+.)

9 If you are connecting a desktop computer that does not already have an avail-

If you are connecting a laptop computer without an available Ethernet port to

@ your network, install an Ethernet Cardbus adapter (e.g., D-Link DFE-690TXD)
and its drivers into the laptop computer.(See the Quick Installation Guide
included with the DFE-690TXD.)

Connect your USB printer to the USB printer port on the DI-704UP. Please
refer to the Quick Installation Guide for loading the Windows print server
software if on a Windows-based computer.

** Easily upgrade to a wireless network by adding a wireless Access Point (D-Link DWL-900AP+) ** 1 O




Network Setup

2]

©

Compurber 2

Hum

== Printer

Compirbar 1
Pekiag FL or Lapl

Turn everything off.

A. Power OFF your Cable or DSL modem. If your modem does
not have an on/off switch, disconnect the power cable.

B. Turn OFF your computer.

C. Do NOT connect the power adapter to your D-Link router.

Connect the D-Link Router Cables.

A. Connect the Ethernet (or networking) cable from the Cable or
DSL modem to the WAN port of the router.

B. Use the D-Link supplied Ethernet cable to connect the Ethernet
port (Network Card) of your computer to one of the LAN ports of
the router. The complete setup should look like the image shown
above.

Power up the devices in sequence.

A. Power up the Cable or DSL modem. Wait until the modem has
made the connection to your Internet Service Provider’s (ISP’s)
network.

Note: Please see the Manual included with your modem for an explanation of
the modem’s LEDs.

B. Power up the D-Link router by connecting the D-Link provided
power adapter to the router and to an available power outlet.

C. Turn on your computer.

D. Now, refer to either the Quick Installation Guide or continue

to follow this manual to complete the installation process.
11



Using the Setup Wizard

2 D-Link DI-704UP Web Configuration

File Edit Wiew Favorites Tools Help

Open your Web browser and

type “http://192.168.0.1” into the Ot - © - [x] B &

URL address box. Then press the

Enter or Return key. MEE_ g ! http:ff192.168.0,1f

The logon pop-up screen will appear.

Connect to 192.168.0.1

=
Type “admin” for the username and % i
leave the password field blank.

DI-704UP

User name:

Password:

[Jremember my passward

Click OK

[—
l OFK ’ Cancel ]

Once you have logged in, the Home m S et

screen will appear. Ll Aevancad  Tools  Sistus '~ Help |

\

" an b il i e
el T [ e T ]
TR pep b et Serebin Presiden e 0 THEP S savy
Winars g ol ke i b e i ] e i ol T e Ll
g e d s ey winp b ol s s LA,

[ |

Click Run Wizard
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Using the Setup Wizard (continued)

=] Satup Wizard - Micresals Infernet Explaver

You will see the following screens |t DTTOAUP S EE WS

Wik i 10 T D8 TO4IP Sk p WAza L Tha WiRed will g id i wall T g
Tese ur uick: step e Begg i by cRcng on M,

Blap 1. Sl wle s e S 1
Bl 3 o ra el & i 8 e 2000 6
Blp 3 Sal Wk £ ra i
Blap 4. Featar

Click Next | D
Peext ) Exit
3 Suiup Wizard - Micresols lnfernet Eeplavar
LS U e DOk e ST
Bt Password
Set up your new password. E‘t;:rﬂhhm;rg‘umﬂTHaumﬂnnmh'm'rhmphanmnnmm.
You have the option to
establish a password. OMFPIETWM sasasees =
Hew Fasmward |
Reronim
Click Next
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Using the Setup Wizard (continued)

3 Safup Wizard - Bicresalt Internet Explavor
Set up your Time Zone. You Dr-Link DT OAUP Sotop WiFsrm
have the option to the set
standard time for your router. Ches TimeZane
To change the default Beiect e aproptiale tme cone for o esbion snd rick e | coninus
selection, select the drop [GAAT- BT Fracth: Trm (LIS & Canada) -

down arrow and choose the
correct time zone.

Click Next n— a

EG

= Satup Wizard - Bhcrssoln Infernet Explaver

D-Link

LFIE/ U U L W W EE T
Select termet Connection Type [WAK]

Select your Internet B Gl Gacd 1o €0 P a1y e 1 £ 6T B0 WA ISP CORCK Ml 1 E E5TH Pl e

H i sty Wil depiiiesh G il ot WP il il i
Connection. You will be ) Oymamin (P Addrpgs. nUtMATicARY ek yilir ISP fFar msek
prompted to select the [ Y A —
type of Internet connection Py Chebebiek i 8448 45 ek atic IP*

infermasien provided 18 you by your ISP-

. Clebien this spiiom 3 your ISP s
! PPF avar Etterra| PRPRE. fFes most D51 usars

l pihmie FFTE asd BlgFasd Cable.

for your router.

& If you are unsure of which setting to select,
please contact your Internet Service Provider.

EG

Ao

Click Next

Select Others only if you use PPTP in Europe or
BigPond Cable in Australia.

14



Using the Setup Wizard (continued)

3 Sutup Wizard - Micresol® lndeinet Explavar

If you selected Dynamic IP
Address, this screen will
appear: (Used mainly for
Cable Internet service.)

LS U3 P oo BTN 2 ST B
Sel Dynamic IP Address

a5 e LR AL b0 ke & el e o e 0 i I WAL
addres e, plasas priari n The Ciome BAL Bdide e bubari is usad o
o oy o IR o T O 0ok 1 R Tt i e iy o W D4-PEWLTP, Click

( Click the “Clone MAC Address” ) ™ _
button to automatically copy the Hostame.________ towdonal).
MAC address of the network Wchmmee Lo e e Lo
adapter in your computer. You can

also manually type in the MAC
Laddress.

J

What is a MAC address? Each
network adapter has a discrete
Media Access Control (MAC)
address. Note that some computers
and peripherals may already J

2[2

EG

include built-in network adapters.

Click Next

= Sefup Wizard - Mlcossols Infernet Explaver

If your ISP requires a Static

LM S U= U e SS D R  EE ST 6

IP Address, and this option
is selected, then this
screen will appear:

Enter the IP Address informa-
tion originally provided to you
by your ISP. You will need to
complete all the listed fields.

Click Next

Set Static IP Address

Enfarinfie sintic F miarmad on piasd ed oo by your 6P, Clck Best
(A T

Ve P ABdiEas ooon
Wi Butine Wack
'l i

Priiary DHE

IR0
anaon
000

Hecanday ONS anon




Using the Setup Wizard (continued)

If your ISP uses PPPoE X Sasiip Wizard - Wicrssoft nternet Explasur

(Point-to-Point Protocol over [ ks . DI OEOP Sottpiv e
Ethernet), and th_ls option is _ Zai PPPOE

selected, then thls_ screen will R R S B s kb R A TR R
appear: (Used mainly for DSL e 10 coirdiiie.

Internet service.) PRFLE fotaun

FPPOE Pacamiil  sesssssess
Please be sure to remove any ST ———
existing PPPoE client software
installed on your computers.

PPPOE Bevica Mame ogrion al]

Enter in the username and
password provided to you by

your ISP. g % I!

Back Cancel Exit
Click Next
b | Safup Wizard - Bicresalt Internet Expladar
LFD 0 U U e = O L EE R
Selup Complete
Tea Sarbip 'Wza 10 has Lo pdeds=d . Click 6 Bl tD no Nl O e el 5 0
mislakes. Clck Restard tn eres He curren| s=iings and rabook Lhe
DiTOaLE
Back |Restart | Exit
Click Restart I
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Using the Configuration Menu

Whenever you want to configure your network or the DI-704UP, you can access the
Configuration Menu by opening the web-browser and typing in the IP Address of the DI-
704UP. The DI-704UP default IP Address is shown below:

‘2 D-Link DI-704UP Web Configuration

Open the web browser.
Type in the IP Address of

the DI-704UP. Qe - © - [x] [ &

Address |@ http: /{192, 168.0.1f

File Edit ‘Wew Favorites Tools  Help

Home > Wizard

Note: If you have changed the default IP Address assigned to the DI-704UP, make sure to
enter the correct IP Address.

. Connect to 192.168.0.1
The factory default User name is =

“admin” and the default Password
is blank (empty). Itis recommended
that you change the admin password
for security purposes. Please refer to DI-704LP
Tools>Admin to change the admin
password. Lissrnacie: 8 achin |

"ﬁﬂi A

Password: | |

[ Iremember my passward

I O, ][ Cancel ]

17



Using the Configuration Menu (continued)

Home > Wizard (continued)

W DI-T04UP
Ethernet Broodband Router

Home [TUST-00 Tools Status Holp

\

Thet D1-THAUF & s Ebeaanat Baoadband Restas iaal for kesed sataoibing aml
sl bamimaes meamworking. The sanip wizard will guide yes 5e configuie e Dl
TR 10 commact 1o yossl ISP ilinaisen Senvdce Pravidei). Tha DIT00FS oasy
Wizard st will allow you 1o have eaaner accoss withis misetin. Ploase Tollow
st wizanl stap by stag v conligurs s DLTIUP.

A

LAN (s ]

DHCF

The Home>Wizard screen will appear upon log in. Please refer to the Quick Instal-
lation Guide for more information regarding the Setup Wizard.

o Clicking Apply will save changes made to the page
Apply

8 Clicking Cancel will clear changes made to the page
Cancel

o Clicking Help will bring up helpful information regarding the page
Help

@ Clicking Restart will restart the router. (Necessary for some changes.)
Restart

18



Using the Configuration Menu (continued)

Home > WAN (continued)

W DI-704UP
Etharmet Breodbond Router

LTI Advanced  Tools Status Help
? Flanse salarihe snpropnste ooion to con el o vourl R
@ Dynamic P Addreie o e W i v o (P e ok e
from sourlBP. [Far moed Cable mo dam us el
[ ™y Sl iP Addricee o e optin s sedsiale (P i ekion proe oa d o
Wieard o by G
™ PPPLE reiea i ks aptean i your 18P usas FPPOE For mastDEL
uEE)
s i CifeiE: PPTF ared BipFand Cabik
Hirid Harvs Gaptiana
ODHCRE HAC Addrese o e Ljps de LE1 L
|_|:i\.e-_m|: ETTT
Frimary DHE Address nnnn
Zswronoary DHE A e e apan
HTL 15K
Audr-raconnacl (EEnatilan ) Diga e
@ 90O
Apply Cancel Help

WAN is short for Wide Area Network. The WAN settings can be referred to as the
Public settings. All IP information in the WAN settings are public IP addresses which
are accessible on the Internet. The WAN settings consist of four options: Dynamic IP
Address, Static IP Address, PPPoE, and Others. Select the appropriate option and fill
in the information needed to connect to your ISP.

Choose Dynamic IP Address to obtain IP address information automatically from your
ISP. Select this option if your ISP does not give you any IP numbers to use. This option
is commonly used for Cable modem services. Host Name: The Host Name field is
optional but may be required by some ISPs. The host name is the device name of the
Broadband Router.

19



Using the Configuration Menu (continued)
Home > WAN (continued)

MAC Address:

The default MAC address is set to the WAN'’s physical interface MAC address on the
Broadband Router. You can use the “Clone MAC Address” button to copy the MAC
address of the Ethernet Card installed by your ISP and replace the WAN MAC
address with this MAC address. It is not recommended that you change the default
MAC address unless required by your ISP.

Primary/Secondary DNS Address:
Enter a DNS Address if you do not wish to use the one provided by your ISP.

MTU:
Only enter the MTU if it is required by your ISP. Otherwise, leave it
at the default setting of 1500.

Auto-reconnect:

If enabled, the Broadband Router will automatically connect to your ISP after your
system is restarted or if the connection is dropped.

20



Using the Configuration Menu (continued)
Home > WAN > Static IP Address

W DI-T04UP
Ethernet Broodband Router

L 5D UE Advanced . Tools Status Help

Q P S o1 1 i pra priade ogrilon (o connacl fa your i 8P
3 Damaamic IP Addres s Chosedus ophan o obisin an IF addres s srameriinally
From yoar I8P (Form o Cabie i L)
[ ErT— oy Bhalo IP Addiess Chopse iz optian o set ik IP ifomation prodded fo
wWiznrd ) WEu by WL 5P
i PPPoE Chopse iz aptian Fyour I§P uzas PPPOE For mast OGL
sy
A ¢ i TP arel BigPard Cails
Lam Frrti
IF Agkd reese- nnan
——
OHEF Say bt M 255 255 255 11
18P Gislewaw Addrese noan
Frimary DHE Address nnan
Sarondary DRE Addiess oD
NTU 1500
Apply Cancel Help

Choose Static IP Address if all WAN IP information is provided to you by your ISP. You
will need to enter in the IP Address, subnet mask, gateway address, and DNS address(es)
provided to you by your ISP. Each IP address entered in the fields must be in the appropriate
IP form, which are four IP octets separated by a dot (x.x.x.x). The Router will not accept
the IP Address if it is not in this format.

IP Address:
Public IP address provided by your ISP.

Subnet Mask:
Subnet mask provided by your ISP.

ISP Gateway Address:
Public IP address of your ISP that you are connecting to.

Primary/Secondary DNS Address:
Enter a DNS Address if you do not wish to use the one provided by your ISP.

MTU:
Enter an MTU value only if required by your ISP. Otherwise, leave it at the default
setting of 1500.

21



Using the Configuration Menu (continued)

Ho

me > WAN > PPPoE

DI-TO4AUP
Ethemnet Broadband Router

3 I
? Plagse elar he sppro i sbs oplon o connact o your 6P
i~ D 1P Ak e e Tr apian K abden e (P oo e S scanerioal
from yrur ISP (Farmeeri Cable madem users)

et ™y St 1P A reeds 2o v W i b e e IP §onrm i n proe B 10
Wikard you b ESF

Wi

————
s

= PPPLE Cheiteaie Bk aptian §youri8P usas PPPOE Fioe mact DEL
yEAE

" O FPTP ared BigPand Calika

(= rmmmic PPPoE ) Ghvile FRPOE

R
OHCP Ugai Mahi

P G itd eaaeaen

Aifge Parsowind L ey

SarAce Mans [Cqrionad)
1P Ak i &

Prirnarg DME Addiess

St darg RS apdicas

L E T HRE ER ] q LT T
WTU 1437
Aute-raconnerd (= Enshiad T Dieabled

@ 9 0

Apply Cancel Help

Home [Li: B Status Help

\

Please be sure to remove any Client Software program on your

computer before you start your configuration of the DI-704UP

Router. Choose PPPoE (Point to Point Protocol over Ethernet)

if your ISP uses PPPoE connection. Your ISP will provide you

with a username and password. This option is typically used for
DSL services. Select Dynamic PPPoE to obtain an IP address automatically
for your PPPoE connection. Select Static PPPoOE to use a static IP address
for your PPPoOE connection.
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Using the Configuration Menu (continued)
Home > WAN > PPPoE (continued)

Dynamic PPPoE:
PPPoE connection where you will receive an IP address automatically from your ISP.

Static PPPoE:
PPPoE connection where you have an assigned (static) IP address.

User Name:
Your PPPoE username provided by your ISP.

Password:
Your PPPoE password provided by your ISP.

Retype Password:
Re-enter PPPoE password.

Service Name:
Enter the service name provided by your ISP. (optional)

IP Address:

This option is only available for Static PPPoE. Enter in the static IP address for the
PPPoE connection.

Primary DNS Address:
Primary DNS IP provided by your ISP.

Secondary DNS Address:
Optional.

Maximum Idle time:

The amount of time of inactivity before disconnecting your PPPoE session. Enter a
Maximum Idle Time (in minutes) to define a maximum period of time for which the
Internet connection is maintained during inactivity. If the connection is inactive for longer
than the defined Maximum Idle Time, then the connection will be dropped. Either set
this to zero or enable Auto-reconnect to disable this feature.

MTU:

MTU stands for Maximum Transmission Unit. For PPPoE connections, you may need
to change the MTU settings in order to work correctly with your ISP.

Auto-reconnect:

If enabled, the Broadband Router will automatically connect to your ISP after your system
is restarted or if the connection is dropped.
23



Using the Configuration Menu (continued)
Home > WAN > PPTP

Wikard

[E: 09

oMCE

DI-704UP
Ethernet Broodband Router

Home [LTUETT- I T TE Status Help

Plawse rabar he sppropriste oplion o conrac] fo youriGP

3y Demaniic P A
s Btain 1P AR
s PPFCE

& Cireis

& PRTR

) BipPand Calilka

I

Wiy P Bl s
iy B e sk
1T T T
FPTP Accound
FPTP Pasaward
At Par swni
Conraeion il
M i e Tive

Autreraconner

BT TR LT o) TS T T T T T
fiom yourlBP [Farmee] Cable madem psens]

o i W i B s b P o i i (ol BB D)
ol by SR

oo Wik apbian N youri 8P usas PPPoE F oF et DEL
U

FPTP ared BipPared Saliba
(o E Lo fud i cind
{0 St v b s g

anano
I IR0

anaon

e
L7l ot i
Le ]
a L
(=rEnshiad 1 Dieahied
@
i

| Heln

Dynamic IP Address for PPTP is a WAN connection used in Europe.

My IP Address:

Enter in the IP address for the PPTP connection.

My Subnet Mask:

Enter the subnet mask information.

Server IP:

Enter the Server IP address. By default, its set to 192.168.0.1
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Using the Configuration Menu (continued)
Home > WAN > PPTP (continued)

PPTP Account:
Enter in the username for the PPTP account.

PPTP Password:
Enter the password for the PPTP account. Retype in Password to confirm.

Connection ID:
(Optional) Enter the Connection ID if required.

Maximum Idle Time:

The amount of time of inactivity before disconnecting your PPTP session. Enter a
Maximum Idle Time (in minutes) to define a maximum period of time for which the
Internet connection is maintained during inactivity. If the connection is inactive for longer
than the defined Maximum Idle Time, then the connection will be dropped. Either set
this to zero or enable Auto-reconnect to disable this feature.

Auto-reconnect:
If enabled, the device will automatically connect to your ISP after your unit is restarted
or when the connection is dropped.
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Using the Configuration Menu (continued)

Home > WAN > BigPond Cable

Wienrs

=
WA

=l

il

Home [T Toaols

DI-TO4UP
Ethernet Broodbond Rouler

Status Help

W
Plamge e2lar] e spproprste oplon o conrec] o yourise

iy Dymarnde |P Addn-as
iy Siade iP AmdrGE
s PPPCE

(@ AT

I FFTR

(® spPand Calik

1P Balali
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Dynamic IP Address for BigPond is a WAN connection used in Australia.

Account:

Enter in the username for the BigPond account.

Password:

Enter the password for the BigPond account.

Login Server:

(Optional) Enter the Login Server name if required.

Auto-reconnect:
If enabled, the device will automatically connect to your ISP after your unit is re-

started or when the connection is dropped.
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Using the Configuration Menu (continued)
Home > LAN
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LAN is short for Local Area Network. This is considered your internal network. These
are the IP settings of the LAN interface for the DI-704UP. These settings may be
referred to as Private settings. You may change the LAN IP address if needed. The
LAN IP address is private to your internal network and cannot be seen on the Internet.

IP Address:
The IP address of the LAN interface. The default IP address is 192.168.0.1.

Subnet Mask:
The subnet mask of the LAN interface. The default subnet mask is 255.255.255.0.

Local Domain Name:
This field is optional. Enter in the your local domain name.
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Using the Configuration Menu (continued)
Home > DHCP
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DHCP stands for Dynamic Host Control Protocol. The DI-704UP has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-704UP. The DHCP Server will automatically allocate an unused IP address from the
IP address pool to the requesting computer. You must specify the starting and ending
address of the IP address pool.

28



Using the Configuration Menu (continued)
Home > DHCP

Static DHCP allows computers on the LAN to receive the same DHCP IP address
everytime it boots up. You can bind a specific IP address to a specific computer based

on the computer’'s MAC address.

Starting IP address:
The starting IP address for the DHCP server’s IP assignment.

Ending IP address:
The ending IP address for the DHCP server’s IP assignment.

Lease Time:
The length of time for the IP lease.
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Using the Configuration Menu (continued)

Advanced > Virtual Server
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The DI-704UP can be configured as a virtual server so that remote users accessing Web
or FTP services via the public IP address can be automatically redirected to local servers
in the LAN (Local Area Network). The DI-704UP firewall feature filters out unrecognized
packets to protect your LAN network so all computers networked with the DI-704UP are
invisible to the outside world. If public access is desired, you can make some of the LAN
computers accessible from the Internet by enabling Virtual Server. Depending on the
requested service, the DI-704UP redirects the external service request to the appropriate
server within the LAN network.
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Using the Configuration Menu (continued)

Advanced > Virtual Server

The DI-704UP is also capable of port-redirection meaning incoming traffic to a particular
port can be redirected to a different port on the server computer. Each of the virtual
services that are created will be listed at the bottom of the screen in the Virtual Servers
List. There are already pre-defined virtual services already in the table. You may use
them by enabling them and assigning the server IP to use that particular virtual service.

Name:
The name referencing the virtual service.

Private IP:
The server computer in the LAN (Local Area Network) that will be providing the virtual
services.

Private Port:
The port number of the service used by the Private IP computer.

Protocol Type:
The protocol used for the virtual service.

Public Port:
The port number on the WAN side that will be used to access the virtual service.

Schedule:

The schedule of time when the virtual service will be enabled. The schedule may be
set to Always, which will allow the particular service to always be enabled. If it is set
to Time, select the time frame for the service to be enabled. If the system time is
outside of the scheduled time, the service will be disabled.

Example #1:

If you have a Web server that you wanted Internet users to access at all times, you
would need to enable it. Web (HTTP) server is on LAN (Local Area Network) computer
192.168.0.25. HTTP uses port 80, TCP.

Name: Web Server
Private IP: 192.168.0.25
Protocol Type: TCP
Private Port: 80

Public Port: 80
Schedule: always
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Using the Configuration Menu (continued)

Advanced > Virtual Server
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:}‘ Click on this icon to edit the virtual service.

l" . - . .
1 ll Click on this icon to delete the virtual service.

Example #2:

If you have an FTP server that you wanted Internet users to access by WAN port 2100
and only during the weekends, you would need to enable it as such. FTP serveris on
LAN computer 192.168.0.30. FTP uses port 21, TCP.

Name: FTP Server

Private IP: 192.168.0.30

Protocol Type: TCP

Private Port: 21

Public Port: 2100

Schedule: From: 01:00AM to 01:00AM, Sat to Sun

« All Internet users who want to access this FTP Server must connect to it from port

2100. This is an example of port redirection and can be useful in cases where there
are many of the same servers on the LAN network.
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Using the Configuration Menu (continued)

Advanced > Application
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Some applications require multiple connections, such as Internet gaming, video
conferencing, and Internet telephony. These applications have difficulty working through
NAT (Network Address Translation). Special Applications makes some of these
applications work with the DI-704UP. If you need to run applications that require multiple
connections, specify the port normally associated with an application in the Trigger
Ports field, then enter the public ports associated with the trigger port into the Public
Ports field.
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Using the Configuration Menu (continued)
Advanced > Application

At the bottom of the screen, there are defined special applications. To use them, select
one from the drop down list and select an ID number you want to use. Then click the
“Copy to” button and the router will fill in the appropriate information to the list. You will
then need to enable the service. If the mechanism of Special Applications fails to make
an application work, try using DMZ host instead.

Note! Only one PC can use each Special Application tunnel.

Enable / Disable:
Select to activate the policy. To disable the virtual server feature, select disable.

Trigger Port:
This is the port used to trigger the application. It can be either a single port or a range of
ports.

Trigger Type:
Select the trigger protocol you would like to initiate. To change the selection, use the
drop down arrow and other choices will be listed.

Public Ports:

Enter in the public port or ports to be used. A range of ports can be specified with a
hyphen.

Public Type:

Enter in the protocol type for public ports to access. To change the selection, use the
drop down arrow and other choices will be listed.

Special Application List:

In the Special Application List, it will list some of the popular services with its trigger
ports. This is the port number on the WAN side that will be used to access the application.
You may define a single port or a range of ports. You can use a comma to add multiple
ports or port ranges.
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Using the Configuration Menu (continued)
Advanced > IP Filter
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Use IP (Internet Protocol) filters to allow or deny computers access to the Internet based
on their IP address.
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Using the Configuration Menu (continued)
Advanced > IP Filter
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Enabled / Disabled:
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy
(You can reactivate the policy later.)

IP Address:

Enter in the IP address range of the computers that you want the policy to apply to. Ifit
is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Port Ranges:

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis
only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you can
leave the port range empty.

Protocol:
Select the protocol type to block certain IP addresses.

Schedule:
Select Always, or choose From and enter the time period during which the IP filter policy
will be in effect.
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Using the Configuration Menu (continued)
Advanced > MAC Filters
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MAC (Media Access Control) Filters are used to allow or deny LAN (Local Area Network)
computers from accessing the Internet and network by their MAC address.

At the bottom of the screen, there is a list of MAC addresses from the DHCP client
computers connected to the DI-704UP. To use them, select one from the drop down list
and select an IP number you want to use. Then click the “Copy to” button and the DI-
704UP will fill in the appropriate information to the list.
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Using the Configuration Menu (continued)
Advanced > MAC Filters

Disabled MAC Filter:
Select this option if you do not want to use MAC filters on your Local Area Network
(LAN).

Only allow computers with MAC address listed below to access the
network:

Select this option to allow only computers that are in the list access to the network
and Internet. All other computers will be denied access to the network and Internet.

Only deny computers with MAC address listed below to access the
network:

Select this option to deny only computers that are in the list access to the network
and Internet. All other computers will be allowed access to the network and Internet.

Name:
Enter the Name to create a profile for the associated computer(s) on the network.

MAC Address:
Enter the MAC Address of the client that will be filtered.

DHCP Client:
Select from the DHCP Client list and click the Clone button to automatically clone that
computer’s MAC address to the MAC address field.
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Using the Configuration Menu (continued)
Advanced > URL Blocking
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Use URL Blocking filters to disallow computer(s) to access Internet with the following
URL keywords entered into the list. The URL Blocking filters are useful features that are
similar to parental control. Users can enter keywords that may have adult content,
hack, or other materials to prevent computers connected to the Local Area Network
(LAN) from accessing those web sites.
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Using the Configuration Menu (continued)

Advanced > Domain Filter
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Use Domain filters to allow or deny computers access to specific Internet domains
whether it is through www, ftp, snmp, etc. Domain filters apply to wired computers
connected to one of the four Ethernet LAN ports to the DI-704UP.
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Using the Configuration Menu (continued)

Advanced > Domain Filter

Disabled Domain Filter:
Select this option if you do not want to use Domain filters.

Allow users to access the following domains and block all other domains:
Select this option to allow users to access the specified Internet domains listed below.
Users will be denied access to all other Internet domains.

Deny users to access the following domains and permit all other domains:
Select this option to deny users to access the specified Internet domains listed below.
Users will be allowed access to all other Internet domains.

Permitted Domains:
Enter in the domain suffix of the Internet domain you want to use.
(Example: shopping.com, sports.net.)

Blocked Domains:
Enter in the domain suffix of the Internet domain you want to block.
(Example: shopping.com, sports.net.)

Delete:
Select this option to remove the domain suffix from the Permitted Domains or Blocked
Domains list.
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Using the Configuration Menu (continued)

Advanced > Firewall
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Firewall Rules is an advanced feature used to allow or deny traffic from passing through
the Broadband Router. It works in the same way as IP Filters with additional settings.
You can create more detailed access rules for the DI-704UP. When virtual services are
created and enabled, it will also display in Firewall Rules. Firewall Rules contains all
network firewall rules pertaining to IP (Internet Protocol).

In the Firewall Rules List at the bottom of the screen, the priorities of the rules are
from top (highest priority) to bottom (lowest priority.)

Note: The DI-704UP MAC Address filtering rules have precedence over the Firewall
Rules.
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Using the Configuration Menu (continued)
Advanced > SNMP
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SNMP (Simple Network Management Protocol) is a widely used network monitoring and
control protocol that reports activity on each network device to the administrator of the
network. SNMP can be used to monitor traffic and statistics of the DI-704UP. The DI-
704UP supports SNMP v1.

Enabled or Disabled:
Click Enabled to enable SNMP. Click Disabled to de-activate SNMP.

Local:
SNMP services will be available on the Local (LAN) network.

Remote:
SNMP services will be available on the remote (WAN) network.

Get Community:

“Read only” access for network administration using SNMP. You can view the network,
but no configuration is possible with this setting.

Set Community:

“Read and Write” access for network administration using SNMP. The administrator can
configure the network with this setting.
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Using the Configuration Menu (continued)
Advanced > DDNS
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DDNS (Dynamic Domain Name System) keeps dynamic IP addresses (e.g., IP ad-
dresses assigned by a DHCP capable router or server) linked to a domain name. Users
who have a Dynamic DNS account may use this feature on the DI-704UP.

DDNS:

When an IP address is automatically assigned by a DHCP server, DDNS automatically
updates the DNS server.

Provider:
Select your provider from the pull-down menu.

Host Name:
Enter the Host name.

Username/Email:
Enter the username/email address.

Password/Key:
Enter the password/key.
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Using the Configuration Menu (continued)
Advanced > Routing
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Static routes can be added if you require specific routes within your internal network.
These routes will not apply to the WAN network.

Destination:
Enter in the IP of the specified network that you want to access using the static route.

Subnet Mask:
Enter in the subnet mask to be used for the specified network.

Gateway:

Enter in the gateway IP address to the specified network.

Hop:

Enter in the amount of hops it will take to reach the specified network.

Enable:
Select this option for the specified static route to take effect.

Hop Count - in a transmission path, each link is terminated at a network device
such as a router or gateway. The number of hops equals the number of routers or

gateways that data must pass through before reaching the destination.
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Using the Configuration Menu (continued)
Advanced > DMZ
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If you have a computer that cannot run Internet applications properly from behind the
DI-704UP, then you can allow that computer to have unrestricted Internet access. En-
able this feature and enter the IP address of that computer as a DMZ (Demilitarized
Zone) host with unrestricted Internet access. Adding a client to the DMZ may expose
that computer to a variety of security risks; so only use this option as a last resort.
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Using the Configuration Menu (continued)
Tools > Admin
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Administrator Settings

At this page, the DI-704UP administrator can change the system password. There are
two accounts that can access the Broadband Router's Web-Management interface.
They are admin and user. Admin has read/write access while user has read-only access.
User can only view the settings but cannot make any changes.
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Using the Configuration Menu (continued)
Tools > Admin

Remote Management:

Remote Management allows the DI-704UP to be configured from the Internet by a web
browser. A username and password is still required to access the Web-Management
interface. In general, only a member of your network can browse the built-in web pages
to perform “Administrator” tasks. This feature enables you to perform “Administrator”
tasks from the remote (Internet) host.

IP Address:

Internet IP address of the computer that has access to the Broadband Router. It is not
recommended that you set the IP address to 0.0.0.0, because this allows any Internet
IP address to access the Broadband Router, which could result in a loss of security
for your network. If you elect to Enable Remote Management, enter the IP Address of
your remote location.

Port:
Select the port number used to access the Broadband Router.

Example: http://x.x.x.x:8080 whereas x.x.x.x is the WAN IP address of the Broadband
Router and 8080 is the port used for the Web-Management interface.

Tools > Time
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The system time is the time used by the DI-704UP for scheduling services. You can
manually set the time or connect to a NTP (Network Time Protocol) server. If an NTP
server is set, you will only need to set the time zone.
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Using the Configuration Menu (continued)
Tools > System
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The current system settings can be saved as a file onto the local hard drive. The saved
file or any other saved setting file created by the DI-704UP can be uploaded into the unit.
To reload a system settings file, click on Browse to search the local hard drive for the
file to be used. The device can also be reset back to factory default settings by clicking
on the Reset to Default button. Use the restore feature only if necessary. This will erase
previously saved settings for the unit. Make sure to save your system settings to the
hard drive before doing a factory restore.

Save Settings to Local Hard Drive:
Click Save to save the current settings to the local Hard Drive

Load Settings from Local Hard Drive:
Click Browse to find the settings file, then click Load

Restore to Factory Default Settings:
Click Reset to Default to restore the factory default
settings
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Using the Configuration Menu (continued)
Tools > Firmware

DI-T04UP
Ethernet Broadband Rouler

Home — Advancod [l IS1S

Thers me b rerw  imane for o CF- TP o mprmes fn el onsd iy and perammancs
Click fark b chich B an U prada an our e par i

The upgrads procedyre fakes aboul 30 seponds, Meie! Do nol peser offhe und wien bis
o L e . W 1 T L D 1 B0 L S M, Eed ] vl B et e
Admin TR T

Camramt Famwase Varsion: W80
Tinm Fimtaare Date: Fric Jul 4 2803

i
Flrmywsaria a a 0

0 ¢

N

You can upgrade the firmware by using this tool. First, check the D-Link support site for
firmware updates at http://support.dlink.com. Make sure that the firmware you want to
use is saved on the local hard drive of your computer. Click on Browse to search the
local hard drive for the firmware that you downloaded from the D-Link website to be used
for the update. Upgrading the firmware will not change any of your system settings but
it is recommended that you save your system settings before doing a firmware upgrade.

Browse:
After you have downloaded the new firmware, click Browse in this window to locate the
firmware update on your hard drive. Click Apply to complete the firmware upgrade.

Note! Do not power off the unit when it is being upgraded. When the
upgrade is complete, the unit will be restarted automatically.
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Using the Configuration Menu (continued)
Tools > Misc
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Using the Configuration Menu (continued)
Tools > Misc

Ping Test:
This diagnostic utility can be used to check if a computer is on the Internet. It sends
ping packets and listens for replies from the specific host.

Reboot:
Click Reboot to restart the unit.

Block WAN Ping:
Click Enable to block the WAN ping. Computers on the Internet will not get a reply back
from the DI-704UP when it is being “ping”ed. This may help to increase security.

SPI Mode:

Stateful Packet Inspection is a form of firewall protection that will inspect all of the pack-
ets transmitted through the DI-704UP. It carefully inspects all incoming packets and if the
packets contain suspicious information, it will automatically drop those packets.

UPnP Setting:

Universal Plug and Play is a feature that is preset to allow certain popular applications
such as MSN messenger to be functional using the router without making any configura-
tions. By default, theUPnP Setting is set to enable. It is recommended to keep the UPnP
Setting on enable.

VPN Pass Through:
For users who telecommute or use Virtual Private Network (VPN), you can select PPTP

or IPSec to be used with this router.

Non-standard FTP port:
If an FTP server you want to access is not using the standard port 21, then enter in the
port number that the FTP server is using instead.
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Using the Configuration Menu (continued)
Status > Device Info
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This page in the Configuration Utility displays the current information for the Broadband
Router. It will display the WAN, LAN, and MAC address information. If your WAN
connection is set up for Dynamic IP address a Release button and Renew button
will be displayed. Use Release to disconnect from your ISP and use Renew to connect
to your ISP. If your WAN connection is set up for PPPoE, a Connect button and
